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Abstract

The problem of encouraging trustworthy behavior in P2P online communities by
managing peers reputations has drawn alot of attention recently. The key presumptions
of emerging "reputation systems" are that the participants of an online community engage
in repeated interactions and that the information about their past doings is informative of
their future performance and as such will influence it. Thus, collecting, processing, and
disseminating the feedback about the participants past behavior is expected to boost their
trustworthiness. Many empirical studies confirm this expectation.

The design of P2P reputation systems must be done with great care. There are many
dimensions of the problem that must be taken into account. The most important ones
include: the trust related semantics (how precisely a given model contributes to building
trust), the implementation overhead (including the communication and storage overhead
and the relevant information aggregation costs) and the assumed behavior of the peers
(e.g. utility maximizing behavior). In this tutorial we classify the existing approaches
along these three dimensions, identifying their strong points and potential drawbacks and
point the possible ways to proceed in order to construct reputation systems with clear
trust semantics, low implementation overhead, that are robust enough against various
misbehaviors of the peers.
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